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ESPO MANAGEMENT COMMITTEE

A meeting of the Management Committee will be held on Wednesday, 12 June 2024 at 10.30
am in the Sparkenhoe Committee Room, County Hall, Glenfield.

Yours faithfully,

M M_y-? Rt

Anna Poole
for Consortium Secretary

AGENDA

ltem Report by Page

1. Appointment of Chairman.

Councillor Christian Hogg from Peterborough City Council has been
nominated to be Chairman for the Municipal Year ending June 2025.

2. Chairman's Announcements.

3.  Appointment of Vice Chairman.

4.  Minutes of the meeting held on 20 March 2024. (Pages 5 - 8)
5. To advise of any items that the Chairman has

decided to take as urgent elsewhere on the
agenda.



10.

11.

12.

13.

Declarations of interests in respect of items on
this agenda.

ltems referred by the Finance and Audit
Subcommittee.

There are no specific items referred. The issues considered by the
Subcommittee are covered in item 13 which appear elsewhere on

the agenda.
Director's Progress Update.

Date of Future Meetings.

The next meeting of the ESPO Management Committee is
scheduled to take place on 18 September 2024 at 10.30am.

Meetings of the Committee in 2025 are scheduled to be held on the

following dates at 10.30am:

* 19 March 2025

* 18 June 2025

» 17 September 2025
* 19 November 2025

Meetings of the ESPO Finance and Audit Subcommittee in 2025 are

Director

scheduled to be held on the following dates at 10.30am:

* 12 February 2025
* 8 October 2025

Any other items which the Chairman has
decided to take as urgent.

Exclusion of the Press and Public.

The public are likely to be excluded during consideration of the
remaining itemsin accordance with Section 100(A)(4) of the Local

Government Act 1972 (Exempt Information).
Supplementary Information Informing the
Progress Report of the Director's Progress
Update.

(Exempt under Paragraphs 3 and 10).

Outturn 2023-24 and MTFS 2024/25 -
2028/29 Update.

(Exempt under Paragraphs 3 and 10).

Director

Director

(Pages 9 - 18)

(Pages 19 - 32)

(Pages 33 - 48)



14. ESPO Preparation for Procurement Director (Pages 49 - 62)
Transformation.

(Exempt under Paragraphs 3 and 10).
15. Extension at Grove Park - Space Utilisation. Director (Pages 63 - 74)

(Exempt under Paragraphs 3 and 10).
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0 Agenda Iltem 4

H Leicestershire
County Council
Minutes of a meeting of the ESPO Management Committee held at County Hall, Glenfield
on Wednesday, 20 March 2024.

PRESENT
Leicestershire County Council Peterborough City Council
Mrs. M. Wright CC (Chair) ClIr. D. Jones
Mr. J. Poland CC ClIr. C. Hogg
Lincolnshire County Council Warwickshire County Council
ClIr. S. Rawlins Clir. P. Butlin

Norfolk County Council
ClIr. J. James

Apologies

Apologies were received from:
ClIr. S. Ferguson (Cambridgeshire County Council), ClIr. A. Hagues (Lincolnshire County
Council) and ClIr. A. Jamieson (Norfolk County Council)

In attendance

CliIr. N. Shailer (Cambridgeshire County Council — online)
ClIr. R. Baxter-Payne (Warwickshire County Council — online)

ESPO

Kristian Smith — Director

David Godsell — Assistant Director
Dave Goodacre — Financial Controller
Maurice Campbell — Assistant Director
Gary Ford — Assistant Director

Leicestershire County Council

Lauren Haslam — Consortium Secretary

Simone Hines — on behalf of the Consortium Treasurer
Rosemary Whitelaw — Democratic Services Officer
Minutes.

The notes of the inquorate meeting held on 15 November 2023 were taken as read,
confirmed, and signed.

Urgent ltems.

There were no urgent items for consideration.
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43.

Declarations of interest.

The Chairman invited members who wished to do so to declare any interest in respect of
items on the agenda for the meeting.

No declarations were made.

tems referred by the Finance and Audit Subcommittee.

There were no specificitems referred by the Finance and Audit Subcommittee. The
issue ‘Budget 2024/25’, considered by the Subcommittee, was addressed as part of
agenda item 10 (minute 45 refers).

Director's Progress update.

The Management Committee considered a report of the Director which provided an
update of the actions and progress made since the previous ESPO Management
Committee meeting held on 15 November 2023. A copy of the report, marked ‘Agenda
tem &, is filed with these minutes.

Members welcomed the report and the positive trading position. Customer service staff
were congratulated on their performance.

In response to questions, the Director explained that:

(i) The new dash cams and sensors had been installed on delivery vehicles in
addition to reversing cameras to provide 360 degree visibility for the drivers. This
was felt to be safer for when deliveries were made to schools. In response to a
guery regarding negative feedback from drivers, it was explained that they had
been involved in the changes. There had been a short adjustment period for
drivers and minor issues, such as the sensitivity of the sensors, had needed to be
resolved.

(i) The costs for the catalogue were treated as a lump sum in March to be consistent
with previous budgets. The catalogue was printed and distributed in March.

(iii) There was no indication that health and safety incidents increased during the night
shift. Due to it being a quieter shift with less moving parts, a lower proportion of
incidents took place during the night shift when compared to the other shifts.

RESOLVED:

That the update on actions and progress made since November 2023 be noted.

Date of Next Meeting.

it was noted that the next meeting of the Committee would be held on Wednesday 12
June 2024 at 10.30am at County Hall, Glenfield.

Exclusion of the Press and Public.

It was agreed that under Section 100 (A) (iv) of the Local Government Act 1972 the
public be excluded from the meeting for the remaining items of business on the grounds
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45.

that it will involve the disclosure of exempt information as defined in the Act and that in all
of the circumstances the public interest in maintaining the exception outweighs the public
interest in disclosing the information.

Supplementary Information Informing the Progress Report of the Director's Progress
Update.

The Management Committee considered an exempt report of the Director which set out
further supplementary information regarding the Director’s Progress Update. A copy of
the report marked’ Agenda ftem 9’ is filed with these minutes.

The exempt report was not for publication as it contained information relating to the

financial or business affairs of a particular person (including the authority holding that
information).

The Director responded to questions related to customers, the Smart Solutions brand,
stock turnover and engagement with the Department for Education.

RESOLVED:

That the update on actions and progress made since November 2023 be noted with
support.

Budget 2024/25.

The Management Committee considered an exempt report of the Director and the
Consortium Treasurer which provided an update on the 2023/24 financial outturn and
sought approval for the 2024/25 budget. A copy of the exempt report marked ‘Agenda
ftem 10’ is filed with these minutes.

The report was not for publication as it contained information relating to the financial or
business affairs of a particular person (including the authority holding that information).

In response to questions, the Assistant Director explained that:
(i) ESPO’s principle was to set a consistent price to give certainty to schools.

(i) ESPO currently had two electric vehicles on trial. As part of the fleet replacement
programme an electric vehicle offer would be considered.

(iif)Recent increases in the National Living Wage were welcomed and there was
some flexibility in the budget to accommodate the 2024/25 Pay Award if it was
higher than expected.

(iv) The pressures on the nursery market were recognised.

The Committee welcomed the positive tone of the report and ESPO’s attitude towards
seeking new opportunities.



RESOLVED:
That the proposed budget for 2024/25 which projects the following be approved:
(@) An anticipated outturn of £7.8m - £8.1m for 2023/24;

(b) A budgeted surplus of £7.1m for 2024/25;
(c) Budgeted financial reserves of £20.1m at the end of 2024/25.

10.30 -11.42 am CHAIRMAN
20 March 2024



ESPOMANAGEMENT COMMITTEE-12 JUNE 2024

PROGRESS UPDATE

REPORT OF THE DIRECTOR

Purpose of the Report

1. The purpose of this report is to inform the Management Committee of the actions
and progress made since the last update provided to Members in March 2024.

Background

Financial Performance —1 month to April 2024

Summary

Year to April 2024 - Period 1

£m Actual B/ é:’l‘gqt::“ B/(w) than LY
Stores Sales | 3.1 ] 0.1 . 3o% .91 3.9% ]
Direct Sales ... l.....L0 | (0.1).....(8:2%) | (0.0) .. (3.3%) |
Rebate income 1.4 (0.1) (5.6%) | (0.1) (3.6%)
Total Sales (Exc Gas) 5.5 (0.1) (1.2%) 0.0 0.6%
Total Gross Margin | 27 | 0.1  45% | 0.1  4.8% |
Total Expenditure 2.2 0.1 5.3% (0.2)  (9.0%)

Trading Surplus

Trading Surplus %

2. After 1 month, a surplus of £0.6m has been made which is £0.2m better than
budget and in line with last year.

3. ESPO launched its April 2024 catalogue with a highly competitive pricing offer and
despite much of April seeing schools closed for the Easter vacation, early catalogue
trading is showing promising signs with catalogue sales largely in the with budget.
The benchmarked basket of key goods remains cheaper than ESPOs competitors,
especially exercise books, and this is expected to set ESPO in a great position for
the summer peak trading period.

4. Rebate income has started positively, with £1.4m collected, and is only marginally
behind the budget for April due to some small timing differences which will catch up
in the coming months.

5. Costs continue to be tightly controlled with expenditure of £2.2m slightly below
budget, benefitting from savings in warehouse staff. Expenditure as a % of sales is
39.2% and 1.5% better than budget as a resullt.
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For the full year, the budget is a surplus of £7.1m and at this very early stage in
the year this remains the best guidance for members. The trading environment
remains competitive, creating a number of risks and opportunities across ESPO’s
activities.

Operational Progress

7.

10.

In March, ESPQO’s distribution centre picked and despatched 124,422 order lines,
valued at £4.035m and the transport fleet with couriers made 20,679
deliveries. Warehouse picking was performed at a rate of 32 lines per hour against
a target of 32 and the error rate detected by quality assurance (QA) was 0% against
the budget of 3%. The average order value for stock orders in March was
£219.02 compared to the budget of £195.34. Operational and Information
Technology (IT) costs year to March 2024 were £14.108m against a budget of
£14.192m. Stock availability averaged 98.6% and 99.42% on the top 1,000 lines in
March, the stock value was £10.715m with a stock turn of 5.29.

The Customer Services Team handled 3,670 calls across the three customer service
channels. Average wait times across all teams was 16 seconds with 96% in less than
30 seconds. The team processed 26,250 customer orders valued at £4.127m. Online
and electronic converted orders were at 86.5% of the total, aided by the new
automated order processing system. Direct orders currently valued at £845k are
being managed from suppliers to customers. Late suppliers are being expedited by
the customer services team and customers are kept informed of the estimated
delivery date. 5,023 responses to email enquiries were recorded using the e-ticketing
system and the customer satisfaction rating was 93.7%. ESPO received 49 service
ratings from FEEFO and our customer rating improved to 96%. ESPO commenced
the annual benchmarking customer survey using the Institute of Customer Services
where the results are compared to companies in the non-food sector.

Facilities management (FM) in March ensured that all statutory inspections and repair
and maintenance services took place on their relevant due date. All the site
washrooms were refurbished and general plumbing repairs undertaken. The glass
office doors on the ground floor were reinforced to allow for effective utilisation and
future proofing. In conjunction with insurers, the sprinkler fire pump is in the process
of replacement and on-schedule; completion planned for the end of May 2024. The
FM team have been active in supporting the warehouse extension project; liaising
with potential forklift truck and racking suppliers and in considering the consequential
improvement plan. Following a procurement exercise, a supplier has been chosen for
the provision of a narrow aisle truck that will operate in the new warehouse extension.

There were no reported injuries in March. A Health and Safety audit was performed
by Leicestershire County Council (LCC) on 15 and 16 February. It was pleasing to
see that there were no major non-conformities. Minor non-conformities and
observations are being followed-up by ESPO’s Health and Safety Manager. A stress
management risk assessment was undertaken on the night shift to support staff with
their mental health. ESPO continues to follow Health and Safety Executive guidance
and implement controls that support shift work. Health surveillance details collected
from night shift workers and being processed by Human Resources, this will be sent
to Optima (LCC Occupational Health contract) for processing. On 3 March it came
to light that a member of staff had concealed themselves in the ESPO building after
business hours. This situation was not detected by the operations team that
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conducted a sweep of the building. It subsequently became clear that this person,
who held a position of trust, was suffering mental health problems and was
subsequently repatriated to their family. Additional security measures are being
implemented to include additional CCTV cameras in stairwells and greater vigilance
in the Friday evening sweep.

A Joint Consultative Committee meeting was held on 1 March with union
representatives. The installation of cameras and proximity sensors on large goods
vehicles was discussed.

The Information Technology (IT) helpdesk handled 427 enquiries with a 100%
satisfaction rating from internal customers. A range of projects progressed through
final stage as we approach year-end, including web pricing for the new catalogue, e-
catalogue production, and SIMS/FMS Integration. All other IT project commitments
are up to date. For uSecure, the staff awareness training system, the overall Risk
Score reduced for consecutive months from 135 to 127, and the course completion
rate has improved from 95.9% to 97.2%.

The Information Technology Decision Group (ITDG) agreed a number of updated
standard IT policies. Following a review of the procurement options for the provision
of a cloud-based hosting solution for ESPO’s ERP system the team have identified a
CCS framework as a possible solution. The framework uses standard framework
terms and conditions and is specifically designed for Software as a Service solutions
and has a direct award option. Subject to due diligence and governance requirements
itis hoped to make the award in Quarter 2 of financial year 2024/25.

The warehouse extension build plan at Grove Park is progressing well with steel
structure, brick work and cladding all complete. The floor slab has been laid and the
sprinkler pipes have been extended ready to be connected. The next stage will see
the racking installed together with mechanical and electrical applications being fitted.
The project board continue to monitor progress in conjunction with consultants Pick
Everard. The completion and fit-out is scheduled for October 2024 and it is hoped
that members can attend a launch event to coincide with the November Management
Committee meeting. The photographs below show the progress to-date.

Pictures of both inside and outside the new warehouse extension
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Staffing

15. Sick absence levels in 2023/24 continue to track lower than in 2022/23, (see table 1
below). There has been an increase in absence due to several mental health cases
which are being managed proactively with appropriate support signposted and return

to works have taken place in April and expected in May, which should be visible in
future figures.

Table 1
Feb-23 Mar-23 Apr-23
FTE FTE FTE FTE FTE FTE
Days FTE days Days FTE days Days FTE days
Department Lost sick Lost sick Lost sick
ESPO 2702.54 | 324.33| 833 |2684.54 | 32433 | 828 | 2501.51 | 321.14 7.79
Feb-24 Mar-24 Apr-24
FTE FTE FTE FTE FTE FTE
Days FTE days Days FTE days Days FTE days
Department Lost sick Lost sick Lost sick
ESPO 245701 | 32126 | 7.65 |2514.11 | 31858 | 7.89 | 2572.22 | 31856 8.07
16. The four main causes of sick absence during April were:
Mar-24
FTE DAYS LOST [ Percentage
Stress/Depression, o
Mental Health 44.06 30.27%
Other Musculo- o
Skeletal Problems 19.06 13.10%
Cough, Cold, Flu 6.81 4.68%
Gastro-Stomach
! 0,
Digestion 4.05 2.78%
Covid 1.01 0.69%

17. Due to the slight increase in Musculo-Skeletal absences additional manual handling

training is being given although some injuries have been sustained outside of
work.

Staff Survey
18. ESPO has recently completed the third staff survey since 2019. The questions have
been consistent but have included some additions this year:

i) Staff wellbeing offer (2 questions)
ii) A bullying and harassment question
19. 211 responses were received which represents 60% of employees. This is the

highest response rate of the three surveys. Compared to the 2021 results there is a
clear improvement in responses.
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20. Greatest improvements (all up by 24-26% points):

i) My manager gives me constructive feedback on my performance
ii) |feel the reasons for change are well communicated to me
iii) | feel valued for the work | do

21. The most positive result is that 90.4% of respondents were in agreement that ESPO
is a good employer, followed by feeling trusted to carry out their job effectively
(86.9%) and knowing how to access wellbeing services for staff (96.3%).

22. While overall this was a positive response ESPO will continue to work to improve
staff-wellbeing and the work-life balance of employees.

Staff Changes

23. The new Human Resources Business Partner to ESPO was appointed on 7 May.
They participate on the Leadership Team and will be attending the September
Management Committee to present to Members by way of introduction.

Resources Implications

24. There are no resources implications arising from the recommendations within this
report.

Recommendation

25. It isrecommended that the Committee note the update provided by the Director on
the actions and progress made since the last update provided to Members in March
2024.

Equality and Human Rights Implications

26. There are no equality and human rights implications arising from the
recommendations within this report.

Backqground Papers

Director’s Report to the ESPO Management Committee 20 March 2024 -
https://democracy.leics.gov.uk/ieListDocuments.aspx?Cld=704&MId=7519&Ver=4

Appendices

Appendix A — Balanced scorecard
Appendix B — Risk Review Extract


https://democracy.leics.gov.uk/ieListDocuments.aspx?CId=704&MId=7519&Ver=4

Officer(s) to Contact

Kristian Smith
Director
K.smith@espo.org
0116 265 7887

14
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Management Summary Apr 24

Actual Budget /LY Var YD Actual Budget YTD YTD Var
Stores Sales £3,120,118 £3,014,732 |4 3.5% £3,120,118 £3,014,732 |4 3.5%
Direct Sales £1,002,467 £1,092,185 | -8.2% £1,002,467 £1,092,185 ; -8.2%
Rebate plus fee Income (£k) £1,401,133 £1,484,057 | -5.6% £1,401,133 £1,484,057 |[J -5.6%
Total Sales (Exc Gas) £5,583,923 £5,628,474 |\ -08% £5,583,923 £5,628,474 |J  -0.8%
Stores Margin % 34.9%_ _31.6% . Q_ 3.22% 34.9% 31.6% B 3.;%
Directs Margin % 14.8% 10.6% M 4.23% 14.8% 10.6% - _Q 4.23%
Total Gross Margin inc Consumables Cost £2,727,475 B £2,603,100 |4  4.8% £2,727,475 £2,603,100 |4  4.8%
Total Expenditure £2,166,629 £2,276,560 I ¥ -48% £2,166,629 £2,276,560 | -4.8% |
Surplus £560,846 £326,539 4n £234,306 £560,846 £326,539 @ £234,306
Net Profit Margin % 10.0% 5.8% | & 42% I 10.0% 5.8% B 42% o
Actual Budget /LY Var YTD Actual Budget YTD YTD Var
| Eduzone Sales £55,456 £35,750 55.1% £55,456 £35,750 4 55.1%

TYYTD LYYTD Var
AoV £189.62 £20183  |§ (£12.21)
Prop of ordurs over 97.5% 972% |4 0.22pp

£15
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Appendix B - Risk Review Extract

ESPO
Rasidual Risk
I Risk Action Risk Action
Riak agory sscriptio Gonesquences / Impact Riek Dw vl List gt Gurrant Controls / Actions Risk incicatars to be uesd to montior e riek | impact| Z®™ | 5core | Trremt] Further Action ! Additianal Controls Action ActionTarget e ioe chumy
Rof Cat Lol n ner et Embedded and operating soundly . O momtsr) ood 1] Adclonal G Owne Date Rk | Ruak
T
Stores Trading and  [Web - Fallure to meet customers' expectations or 1. Reduction in the sales of products and use of services. AD Business 5 Treat 1. Rolling review of Customer Offer 1. Key website operating KPIs (visits, 4 3 Treat Dellver website davelopment profect. Key upcoming milestones Head of Ongoing 13.11.23 High
Brand requirements leading to loss of business 2. Incomes fall below ecanomic levels required to support current operzational |Development 2. Web development digital roadmap les, , CAA, include: Marketing - Web roadmap progress is being monitored on a
needs. 3. Various customer satisfaction survays and analysls of (COA) - To ensure that we are always on a supported version of Adobe monthly basis and all actions are underway.
3. Threat to MTFS feedback. 2. Customer feedback and satsfaction levels [Commerce Develapments planned over the next 12 months.
4. Weekly reviews of operating and financial KPIs 3. If analysls of compatiter websites identifies key - Commence delivery of PushOn ralling improvements, Including - Issue with customer spacific pricing Identified across
5. Benchmarking against other public & private sector  [new functionality or services being offered. launch of Kievu llve search and re-merchandising site April and May which proved complicated to resolva and
competitors. - Deliver customer experiance (and My Account) Ffunctionality (Dec hindered progress though. Long term improved solution
6. Compliant procurement 23) including abliity to pay Invokces anline to price list In and
- SEO optimisation - ongoing to be In place Q1 24.
- E-procurement integratian Into webslte (Jan 24) - Skuudle contract now In place and product
- New Digital Support Officer role will help mitigate single point of [selectlan/mapping to competitors ks now In progress,
faflure - been recrulted to and postholder will start in Nov 23, Expect benchmarking analysis to start In Q1 24,
- On e-procurement, multiple customers walting for this
to be enabled prior to joining ESPO. project launched to
manitor SIMS/PS Financlals system integration, and work
Stores Trading and  [Increased competition Including Amazon & CCS 1. Posslble implications on business volume, reputation, new business and on |AD Business 4 Treat 1. Working with suppllers and customers to Improve the |1. Changes to key customers’ buying (as 5 2 iL Treat 1. Review loyalty scheme - Increased requirement on Income AD Procurement |Ongoing 13.11.23 - s and risk High Med
Brand trading results in the Catalogue business Development “offaring’, facilitating this refationship through capturing |highlighted at Weekly Trading) I streams & Commerclal updated.
2. Through collaboration with OCS and YPO; CCS Is dominating the and using business and this 2. In rebate Income (s highlighted at 2. Robust sales and strategy to be to reflect DfE are proposing ta offer all schools accass to Amazon
management of such contracts (MFDs) Induding the managemant of the 'knowledge’. 'Weekly Trading) the helghtened compatition In this sector and to support the Business via YPO salutian,
rebates; ensuring securlty of the Income stream Is becoming a threat to 2. Continue seeking efficiencies through International 3. Stalling of e-commerce uptake trends (as ravised MTFS. [Amazon/DfE update paper golng to Managament
ESPO's business madel. sourcing highlighted in IT update) 3. Review of Customer Offer Committes In March and COG at next cycle. Working with
3. Amazen: moving dellberately Into the public sector space, and focussing on 3. Amazon: Continue to market our *not for private 4. Amazon: Reduction In traditional statlonery and 4. MATs package BESA to disrupt DfE/Amazan proposal. The team
as a key arsa, Amazon have expressed interest widely within the profit’ credentials and continue to araft our ranges to direct electrical tem sales at category level. 5. Revlew termly research, continue to regularly benchmark key products.
market place at becoming more than an ad hoc suppliar to schools of all offer tha very best solution to all tiers of education from [5. Termly customer research and feedback 6. Keap a close eye on developments In the market & partkularly
levels, expressing thelr Intentlon to partner with, or secure suppliers who our stock and directs position. To explore coll: 6. T mapping for Inchuding on CCS & Amazon.
have tallored offering for the sectar. with our PEO nelghbours to ensure oppartunities are not |new threats from Bloom and CCS expansion. 7.Continue to laok out for member authority frameworks that
missed In securing market share dominance an kay lines|7. Staff migration to competitors. dupikate ESPO's offering.
isuch as paper, giue sticks and axercise boaks. 8. Market Insight data from BESA, C3 and EdCo 8. Keep abreast of spaculative frameworks that could take
4. Website Development. business from ESPQ frameworks.
5. Use of BESA benchmarking for ongoing market shars 9. Continue to explore and maximise exporting opportunities.
data. 10. Review to and of key
6. Cantinue to make frameworks easler to Bocess. procurement/commerdal staff.
7. Develop ETL framework offering for diversity of 11. Consider bidding far the CCS tail spend tender next time
customer base. issued
8. Work with DfE to promate our offer. 12. Wark with DfE on a set of proposals to show savings to schoals
9. Develop proposals to DfE showing savings on key on specific products.
categories or products
10. Ensure that BESA provide challenge to DFfE for thelr
Supply chain Supply chaln risk - Induding corona virus, Brexit and 1. 'Stock supply shortages for products or components that are made In Far | Director 4 1. ‘Set up an Internal team tasked with managing 1. Weekly stock avallabliity reports with supplier |4 4 Tolerate 1. Align staff policles to LCC guldelines. Director Onpring 15.6.22 Post risk meeting - residual risk Incressed to High |ng||
Canflict In Europe East. With consequential effects In UK ESPO's activitles and In resp: to the and falled orders. 2, Assess trading Impact on financlal forecasts. high reflecting discussion abaut changes {and risk of
2. 'Staff shortages in all ESPO functlonal areas due to high sickness rates. heatth crisls. 2. Weekiy 'staff sickness records attributable to 3. of alt sources of products. further changes) In global trading conditlons.
3.'School closures to reduce Infection spread. 2. 'Monitor updates and advice from WHO and UK the coronavirus. 4. Regular meetings of the Intarnal team
4. 'Overall economic impact on ESPO's business activities due to slugglsh lgovernment . 3. Weskly trading analysis 5. Ongoing communications with all relevant parties through web
restoration of Intemational supply chaln. 3. "Maintain regular communications with customers, » Continued enforcement of existing contrals by site, weekly comms and formal reports.
5. Buying price risk due to increased freight xosts may mean a reduced staff and stakeholders. 04,03.2020 ESPO update on Coronavirus Report discussed at
margin, 4. ESPO continue to promote good handwashing and » Continued staff briefings and reminders. Mgmt. Committee.
6. Driver shortage In the market could affect deliveries to ESPO and our hyglene practices and have Increased the avallability of [» On-golng Covid-19 secure monitoring by ESPO 06.03.2020 Telecoanfarence with LCC.
abllity to deliver to our customers on ime. antibacterial wipes and cleaning squipment. Contracted [Haalth and Safety Advisor and LCC. * All risk assessments and guldance fully alignad with LOC.
deaning contractors disinfect door handles and hand * Internal meetings took place regularly during helght of
* Staff complacency and not adhering ta controls In place. ralls as part of our contract. pandemic. Frequency reduced due to new ‘BAU’, Would resume if
» All risks as identifled previously coming to frultion due to further restrictions 5.Should a member of staff contract coronavirus EPSO required.
Introduced. will llalse with PHE directly at County Hall and follow any » Comms on-going
* Supply chain disruption In the event of further lockdowns bath In UK and recommendations. » Forthcaming work on bullding modifications and & new peaple
(Worldwlide. 6. Should isolation be required our Smarter Working strategy to support new ways of working.
= On-golng schaol closures / partial closures. Policy provides guidance on staff working from home
and where necessary individual risk assessments will be
[completed. In the avent there Is a requirement for an
extended number of staff to work from home all
lap-tops provide to staff across the business
will be recalied and distributed sccordingly..
7. Assess suppllers shortages through dally phone
contact by Stack Optimisation team.
B. Work closely with staff agency partners to source
staff cross the logistics, procurement and finandal
sectors,
9. Continue to manage supply chain risk through Supply
Chaln Panel, PAG and CMG.
10. CMG and Contracts Panel will be made aware of
price increases and impacts assessed by Finance
11, Alm to resist price Increase ‘within year
Mgy s 5 ra_sg
79 jul IT Cyber Securlty. Range of cyber security threats Fallure to adequately protect ESPO networks, systems and data from AD Operations & |5 huding (but not|1) Rrewall logs (contain detalls on network traffic, [4 4 reat IT action plan created and enhanced following the cyber audit by [AD Operations & [g1 Nov 2023 Migration taking place from Pulse to Miscrosoft High High
{Note - separate IT specific risk register maintained and |malldaus attack could lead to a range of potentlal consequences, Including; limited to): Including hastile attacks on the ESPO network) LCC. This inciudes controls in place, and enhancements, Including: [IT 2021 /angoin |Always On VPN .
overseen by Internal ITDG committes) ; legal Impacts or other losses. 1) Firewalls (outer defences, contralling the border of  |2) Firewall Reports (Dally, weekly, monthly - Creation of cyber security roadmap, specific risk register and 3
ESPO network) reports on network traffic) incldent respanse processes
2) Automated Threat Protection system (assesses 3) External security support partner manitoring - New remote working poficy Induding mult-factor authentication,
various Incoming data (e.g. emalls) for patential (Varlous suppart partners lssue regular threat revised password policy and technlical measuras far device
threats) alerts) authentication.
3} Antlvirus software (Prevents known viruses from 4} various event logging - systems that monitor - Penetration Testing
executing an ESPO devices) 2nd alert on potential concems (this s a wesk - Disaster recovery pollcy, testing and third party support
4) Authentication systems (Controls who can access area for ESPO and will be reviewed) - Staff tralning and to Improve awareness, competance and
ESPO systems and data} (Needs further expansion) enhance the positive culture of reporting of Issues/mistakes
5) Staff risk of phishing - Contracts with speclalist 3rd partles to pravide regular technical
attack) and emergency suppart
6) Anti-Ransomware backup solution (pravents hackers - Working towards 'CyberEssentlals+' accreditation
from encrypting our backups) - Maintenance and development of Intemnal security procedures
7} External security controls Audit (Highlights areas of (e.g. the 2022 version upgrade of our ERP system) Sept 2022
iconcern In ESPO security systems) Cyber Insurance policy extended for 1 year. Oct 2022 LT
8) Penetration testing (probes the ESPO natwork for approved Incident Response Palicy.
{85 Procurement - The Procurement BIll contains areas of potential risk for _|Customers May choese to undartake thelr own procurements and not use [AD Procurement &|5 Monitaring contracts finder/ find a tender and ciosar Fall down In number of customers using our £ 3 Treat 1. Develop ESPO's procurement strategy to take account of the AD Procurement 13/1172023 BIll now has Royal Assent. Procurement High High
Compliance ESPO. Lack of clarity around proposals at this stage adds |frameworks - fall In rebate Income. Commercial monitoring of customer procurement pipalines frameworks. Insufficlent newly released National Policy B Ce Steering Group contlnues to work through White Paper
to the concern. Risk of court used y. Better engagement through CRM'S to manage 2.Wark closely with LOC and other PBOs to devalop joint 25 & working group to redeslgn processes and pessibly e
Maln areas of concern are: [Current pi may need to ensure [Cantinued engagement with legal advisors to gauge required. approach. to ensure We have to the
Proposal for more flexible procurement procedures may  |with transparency rules. Risk af belng sued for Inappropriate transparency or [customer tendencles 3.Through chalrmanship of the PBO farum ensure that Cablnet Office consultation exercise on the draft
devalue the protection afforded by framewarks. for not belng transparent enough. Canvass opinion fram member authorities to understand from the Cabinet Office attend to provide ragular regulations and guldance. We continue to reviaw the
[Customars may decide to procura themselvas. what it means to them/what their Intantians are, updates on policy In refatlon to the Procurement BIIl draft blll. NFA
More flexible procedures lacking detall - risk to ESPO if it Manage customer messages to IntensHy the ‘safe developmental
attempts to ploneer use of these. framework' message. 4. Ensure that ESPO has representation on the planned Cablnet
Increased transparency rules bring greater administrative [ESPO stick with Open Procedure untll new fisxible Office training advisory body for new procurement rules - push for
and compllance burdens and unclear expectations from procedures are clarified and tested. central funding.
Cabinet Office exposes contracting authoritles to lltigation Ensurs teamis to 5. Put in place an ESPO pracurement steering group to support
Hsk. There Is also a real risk that suplilers could become ensure transparency compllance, Create a the transition to new ways of working
more embalden to mount legal challenges to procurement Transp: Y/ unit within 6. Ensure adequate legal reource Is In place from LOC to Support
decisions umder the new regleme and until It is fully Update processes & procedures to reflect new the transiton to new procurement rules, 7.Ensure new processes
traled and tested. The new Regulations will remain under and governace procedres reamin under review and In-step with
review and therefore subject to change for at least two changes to the new Regulations. B. Continue ta Invest In staff
88 m CRM - ESM4+ rebate and |ESPO risks are: AD Procurement &[5 1. Tested process for system use. 1. Actual income to be monltored against forecast |4 3 L (Treat 1. Implement new Spirit system. Read of Nov 2023 no updates High Med
£2.5bn+ customer spend 1. Reduced visibiiity of framework salas data/MI, by etc. 2. Some data Is held within procurement teams at and variances reviewed. 2. Bulld a centrally held plpafine for customer spend. C
Risk of high dependance on bespoke ESPO developed 2. Reduced abllity to forecast rebate Income ranges. supplier level only. 2. Delays In provision of MI and/or agreement on 3. Consider development of a supplier portal for uploading of ML
system and knowledge with one individual within IT. 3. Potentlal to adversely impact rebate income, 3. Finance and Commerclal teams hold high level rebate levels with suppllers, from 2,500+ suppliers.
4. Increased manual warkload for procurement teams, framework rebate information. 3. Reviews batween Commercial team and 4. Canslder automation of ralsing suppller Invaices via Spirtt CRM.
5. Member dividend s based on top frameworks which will not be 4. Spirit project to expand data s teams. S. Conslder business wide rollout of a CRM system.
ascertainable if there Is no access to the database. currently underway. 4. Reviews between Commerclal and Finance 6. Consider appainting a supplier to provide a rebate portal.
6. Current database doesn't hold framework detalls on MSTAR, Washroom team.
nd LTS ! st AL s e, . dats B _Siati b she Coalols nrodece
91 Governance and | Fisk of warshouse extension overspend 1. Redused cash reserves [AD Finznce 5 1. Procurement pracess with prices agreed and fixed 1. Cost overruns agreed/expected evaluation at | 3 [Traat 1. Continual of costs and through |AD Finance 01/12/2022 [24.11.23 - Reguiar oversight operationally and through High Med
financial 2. Less appealing Investment propesition where possible at the outset of contracting. each stage of the tender process, and as the the Project Board the Project Board. Contingency remains in place and
2. Regular reviews of the Cost Pian with the third party Pproject progresses. 2. Clear spedification for cantractars and flexibility on ESPOs part majority of the work has been tendered with no
project manager (Pick Everard) and main contractor to manage costs ioverspend currently expected.
e Tewl 3 Fag) delivery nian snee alanaing hns heen ohrained
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